
Sponsored by:  Communications and Public Relations Committee

RESOLUTION NO. 2020- 1313

A RESOLUTION ADOPTING THE CITY OF MARYLAND HEIGHTS SOCIAL MEDIA

POLICY FOR THE USE OF SOCIAL MEDIA FOR CITY BUSINESS AND TO PROVIDE

GUIDANCE FOR EMPLOYEE CONDUCT ON PERSONAL AND

CITY SOCIAL MEDIA ACCOUNTS.

WHEREAS, the City of Maryland Heights, Missouri(" City") recognizes the need for use of social media

to promote public awareness and boost participation of the City' s programs, policies and services; and

WHEREAS, the City recognizes the pervasive use of social media among city employees and the need
for guidelines regarding employee conduct on social media accounts; and

WHEREAS, the City recognizes the inexpensive and effective method and popularity of various social
media platforms, including( but not limited to) Facebook, Twitter, YouTube, Instagram or NextDoor
collectively" Social Media") by and amongst City elected officials and their officers, City employees and

the public; and

WHEREAS, the City has determined that a Social Media Policy provides greater efficiency and best
practices in government by outlining the procedure and expectations of the City' s use and presence on
Social Media; and

WHEREAS, the City Council has determined that adopting a Social Media Policy serves a municipal and
public purpose,

NOW THEREFORE, BE IT RESOLVED, by the City Council of the City of Maryland Heights as
follows:

RESOLVED, that the City of Maryland Heights Social Media Policy, as attached hereto, marked
Bxhibit A" is hereby adopted.

PASSED BY TAE CITY COUNCIL AND APPROVED BY THE MAYOR THIS 20th DAY OF

AUGUST 2020.

l/;'"

MAYOR

ATTEST:

CI LERK HEI

yTs
rQ'

N

u-

p City of Maryland Heights

y  _-----=    Resolution 2020- 1313
l/  m-' m'     Page 1 of 1

J

FFICiAL'
P



Maryland Heights Social Media Policy

Adopted August_, 2020

Revised

Purpose

The City of Maryland Heights has used social media tools since 2010 to reach a broader audience and provide an

alternate customer service avenue. The City first appeared in social media at approximately the same time as the 25th

Anniversary of our incorporation. The Maryland Heights Communications Division has a large stake in deciding what is

spoken" on behalf of the City on social media sites. As a city, we hope to connect with our residents where they are

already having conversations online. Social media offers the opportunity to engage in two- way conversations with our
residents, visitors, workers, commuters and anyone who has an interest in Maryland Heights. Social media sites enable

alternate ways to initiate conversations, respond to feedback and maintain an active dialogue with residents.

Our vision is to:

Provide consistent, accurate and timely information.

Be an engaging, value- added source of information.

Give residents the ability to voice their questions and concerns on their preferred platform and receive quick,

helpful answers.

From this vision, we hope to:

Be more responsive to residents by providing more engaging and timely information.

Incorporate resident ideas and feedback into the organization more quickly and effectively than can be done
with traditional communication methods.

Make the Maryland Heights brand more human by showing people the intelligence, personality and passion of
the people behind our work.

Increase awareness of Maryland Heights and provide perspective and accurate information about what we do.

Provide excellent customer service that is on par with the service- received in- person or by phone at city
facilities.

Be inclusive with our communications by ensuring that they are accessible under the ADA and other state and

federal laws.

Maryland Heights anticipates and responds to the public' s valid interest in our organization on social media by speaking

with one voice to ensure that our reputation is based on the fact rather than hearsay or rumor. This follows our already-

established practice: employees should not initiate contact with representatives of the media to discuss city business

on behalf of the city without authorization.

All communication tools should be appropriately professional and should be used in ways that maximize our

transparency and maintain security of the network. Social media is no exception. All social media users should be aware
that these types of communication are considered public records and must be kept for a certain period of time in

compliance with the public records law. The following guidelines are designed to protect employees and ensure

consistency across agencies when incorporating social media into their mission.

Access to City Social Media
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The City' s social media presence across all sites will be limited to one official page per platform, administered and

monitored by the Communications Manager.

Other authorized social media presence includes:

Maryland Heights Police Department— administered and monitored by the Maryland Heights Police Department' s Public
Information Officer

Maryland Heights Parks and Recreation Department, Aquaport, Maryland Heights Community Center— administered

and monitored by the Communications Specialist stationed at the Community Center

Additional pages or other social media platforms may only be added at the discretion of the Communications Manager.

Additionally, all authorized social media accounts will be administered/ moderated by the Communications Manager
with the assistance of authorized employees.

The authorization process for employees wishing to have access to city social media is as follows:

1.   The employee will go to their department head to request access to a specific social media outlet.

2.   The department head will contact the Communications Manager.

3.   Communications Manager will consider the request and approve or deny it. If the request is approved, the
Communications Manager will create a profile, account or similar access to the social media page discussed and

add the new user and passwords on the list of staff authorized to utilize social media.

4.   The Communications Manager will provide training for social media.
5.   Should the employee who administers the account be removed from their position or is no longer employed by

the department, the Communications Manager shall be notified of these changes by Human Resources or

supervisor of Community Service Division ( i. e. the supervisor of the Police Department' s Public Information

Officer). The Communications Manager will immediately change all passwords and account information to

maintain control.

Password Maintenance

Passwords to all authorized social media accounts will be maintained by the Assistant to the City Administrator and by
the Communications Manager and stored in a password management database. Passwords will be changed at least

every 90 days. If an account or password is suspected to have been compromised, please notify the Communications
Manager and the passwords will be changed. All passwords are to be treated as sensitive and confidential information

and should not be shared in any capacity.

Communications Oversight

The Communications Division will retain administrative oversight and access to all social media accounts. It is the

Communications Manager' s duty to review content as it is posted to ensure it complies with the social media guidelines

of the division as well as proper grammar, spelling, city style and branding guidelines. The Communications Manager

reserves the right to edit or delete any content on any city or facility social media account to ensure it meets the

division' s guidelines and the image/ voice of the city remains consistent.

Who can initiate content?

Content ideas can be initiated ( and are welcomed) by anyone in the City. After receiving a content idea or proposal, the

Communications Manager will help determine the appropriate social media sites and tools to use. We will work with
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each content creator to develop a plan ( formally or informally) that includes a posting schedule, engagement ideas and
measurement/ evaluation.

To reinforce our one- voice policy, content will be discussed at our weekly Communications meetings. The platform and

timing of requested department posts will be at the Communication Manager' s discretion to ensure optimum
performance of each of our social media sites.

Users and visitors to our social media sites are notified that the intended purpose of our social media is to serve as a

mechanism for communication between us and our residents. We reserve the right to restrict or remove any content

that is deemed in violation of this social media policy and/ or any applicable law. The Communications Division will
monitor all posts for comments that are deemed unacceptable. These comments will be archived and then removed

from the platform.

Employee Use of Social Media

Social media tools are a powerful form of communication that can have a significant impact on organizational,

professional, and individual reputations. Forms of social media include but are not limited to Facebook. com,

Linkedln. com, Twitter. com, Nextdoor. com, MySpace. com, as well as personal websites and weblogs ( blogs).

Employees must exercise care when participating in social media, as the lines between personal and professional

content, lawful and unlawful, and between public and private content, are often blurred. Whether participating on

behalf of the City or personally, employees should follow the same standards of behavior" online" as they would if" in
person" and should be mindful of how their online activities reflect upon themselves, their particular position with the

City and the City as a whole.

The purpose of this policy is to respect each employee' s right to participate in social media while balancing the City' s

legal, fiscal and safety obligations to its employees and citizens under state and federal laws.

The city encourages appropriate use of online resources. This policy should be read and applied in conjunction with the

City' s Acceptable Use of Technology Policy which states that inappropriate online behavior in the workplace would

include using city time, equipment and/ or other resources for non- work related activity, personal gain or recreation,
which includes social media platforms.

Guidelines

The following are general guidelines for employees' participation in social media. Violations of this Policy may result in

disciplinary action, up to and including termination of employment.

A.  Take responsibility and Be Transparent

You are responsible for anything you write or do online.

Use good judgment when you post, and think about the consequences of what you are posting.
Assume your writings will become public and spread.

Employees are encouraged to protect their postings and/ or make their postings private.

City employees are free to express themselves as private citizens on social media sites on

matters of public concern to the extent that the speech does not harm the City' s operations
interests.
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B.  The City' s Policies Extend to Social Media Activities

Employees shall not express, communicate or link to comments that are obscene, true threats,

defamatory in nature or which are a violation on the employer' s workplace policies against
discrimination and harassment.

Managers and supervisors should use caution in social media relationships with non- managerial

employees.

The Human Resources Department is responsible for providing references to employees, in

accordance with the City policy as well as to comply with federal and state employment laws.
Other managers and supervisors should not provide references for current or former

employees.

C.   Protect Confidentiality

Employees are prohibited from posting any information on social media that would reveal the

City' s confidential ( non- public) information.

Employees shall not post, transmit, or otherwise disseminate any confidential information to

which they have access as a result of their employment without written permission from the

Communications Manager.

Employees may not use any city or vendor trademarks or logos without prior express

permission, and are expected to abide by all copyright laws on social media.

Employees should not use their marylandheights. com email account in conjunction with a

personal social networking site.

Employees who become aware of a violation of this policy have a duty to notify their supervisor, the Human Resources

Department, or their department director immediately. Retaliation for reporting a potential violation of this policy is
prohibited.

No expectation of privacy

In accordance with the Acceptable Use of Technology policy, employees are reminded that they should have no

expectation of privacy when using and/ or accessing the Internet, which includes social networking sites: ( 1) during work

hours; ( 2) on City equipment; or( 3) to the extent that the content is publicly available.

Questions

Please contact the Assistant to the City Administrator if you have any questions about the employee use of social media

policy.
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